
 
                  

Blancco is the proven data erasure solution for millions of users around the world. As the pioneer and global leader 

in data sanitisation and end-of-lifecycle solutions, the company offers the most certified data erasure within the 

industry. 

Blancco Solution 
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Benefits of using Blancco 

Most certified erasure solutions Solution  (Certified)  

Blancco provides the most certified products on the market, having acquired third party approvals, certifications 

and recommendations from over 15 national and international authorities, including Common Criteria, CESG, 

DIPCOG, NATO and TUV. 

Blancco Third 

Party 15 Common Criteria, CESG, DIPCOG, NATO 

TUV 

Secure erasure  

Blancco permanently removes data from IT assets such as PCs, servers, SSDs, data center equipment and 

smartphones. Data erased by Blancco cannot be recovered with any existing technology. 

Blancco PC, Server, SSD Data Center  Smart 

Phone Blancco  

Detailed reporting  

-proof and verifiable reporting is an essential 

part of compliance, regulatory and legal auditing requirements. 

Blancco  

Auditable process  

A comprehensive audit trail is a critical requirement for compliance with IT security standards such as ISO27001 

(ISMS), ISO15408, PCI DSS, HIPAA and FISMA. 

ISO27001 (ISMS), ISO15408, PCI DSS, HIPAA FISMA 



 
                  

Comprehensive support  

Blancco provide telephone and email technical support via our local offices. Support also includes upgrades and 

updates to the latest software versions and access to our technical knowledge base. 

Blancco 

 

Data Erasure Management Tools 

PC/Laptop 

 

Blancco Drive Eraser is designed to erase all data securely from PCs and 

laptops. This software solution erases all types of hard drives and complex SSDs 

in desktop/laptop computers and servers. Through our patented SSD erasure 

process*, there is now a secure method to sanitize data on storage devices - 

regardless of underlying technology - to safely resell, repurpose or dispose of 

drives. 

Blancco Drive Eraser  PC  

Laptop. Solution Hard Drives SSD 

Desktop, Laptop, Servers. SSD , Blancco 

 

 

Server 

 

Blancco Drive Eraser Server Edition is a fast, effective and 100% secure erasure 

solution for complex server environments. Detailed, gapless audit reporting 

meets and exceeds all compliance and regulatory requirements. Our extensive 

server support guarantees high-speed simultaneous erasure of multiple hard 

disks of any size. 

Blancco Drive Eraser Server Edition Solution Environment Server 

100% 

Hard Drives Server 



 
                  

 

 

Blancco File 

 
 Easy installation on desktops and laptops  

Desktop Laptop 

 Remote installation and deployment available through MSI package 

Remote  MSI 

 Central configuration of clients through group policy files  

Central Configuration Clients Group Policy files 

 Fast erasure of files, folders, temporary files and free space, with marked files 

overwritten a select number of times  

 

 Simple selection of files for shredding with right click or browse functionality 

 

 Instant shredding of files via drag and drop from desktop to File Shredder 

  Desktop File Shredder 

 

recycle bin and all temporary files 

 Recycle Bin 

  

 

Blancco Mobile Blancco 

and external memory. Restoring factory settings does not ensure that data is 

permanently destroyed, because your data can still be recovered afterwards. 

With Blancco Mobile Edition, all user data such as emails, contacts and text 

messages are permanently erased, facilitating safe reuse or resale of the phone. 

The software also works with tablet computers. 

Restoring factory 

 



 
                  

Blancco Mobile Eraser  

 Smart Phone  

Taplet computers 

 

Removable Media 

 
Blancco Removable Media Eraser ensures data erasure before you dispose of 

your digital storage media. It permanently erases data from various solid-state 

removable storage media such as USB thumb drives, Secure Digital (SD) 

memory cards, Compact Flash cards, Micro-drives and other flash memory 

storage devices. 

Blancco Removable Media Eraser  

,  Solid-State USB 

thumb drives, Secure Digital (SD) memory cards, Compact Flash cards, Micro-

drives  Flash memory storage devices   

 

Virtual Machine 

 

 

Blancco Virtual Machine Eraser allows organizations to automatically destroy all 

data when virtual machines are no longer needed. With highly flexible 

deployment options, organizations can choose between wiping data from 

standalone machines or target specific virtual machines with command lines on 

the hypervisor layer. Blancco Virtual Machine Eraser supports the greatest 

number of hypervisors across VMware ESXi, Microsoft Hyper-V, Oracle Virtual 

Box and virtual hard disk formatted for VMDK, VHDX, VDI and OVF. 

Blancco Virtual Machine Eraser 

 Standalone 

 Hypervisor Layer. 

Blancco Virtual Machine Eraser  Hypervisor VMware 

ESXi, Microsoft Hyper-V, Oracle Virtual Box 

VMDK, VHDX, VDI OVF 



 
                  

Logical Partition (LUN) 

 

 

Blancco LUN Eraser allows organizations to erase data in active storage 

environments while allowing the operating system to remain intact. Once the data 

erasure process is complete using Blancco LUN Eraser, LUNs are immediately 

available to reuse. This allows organizations to operate with the least amount of 

system downtime as possible Blancco LUN Eraser supports the broadest 

platforms (Unix, Linux, Windows) and runs from WinPE and target based 

organizational data policy requirements. 

Blancco LUN Eraser 

LUN 

Blancco LUN Eraser  Unix, Linux, 

Windows) WinPE  

 

Management and Audit  

 

Blancco Management Console is a complete centralized database solution. It is designed to handle IT asset 

disposal processes, including data sanitization software distribution, hardware IT asset management and erasure 

reporting for auditing purposes. 

Blancco Management Console  Solution 

, , 

 



 
                  

Centralized process 

 

 Complete online management of the data erasure process 

 

 Remote erasure control, including status monitoring 

Remote,  

 Full automation requiring minimum user effort 

 

 Built-in role management and unlimited user hierarchy 

Built-in  

 Easy-to-use lifecycle management 

 

 

Reporting 

 

 Comprehensive data erasure reports and statistics 

 

 Database options available locally (via SQL) or through the cloud 

SQL)  

 Full hardware and software details recorded, incl. over 250 hardware 

specifics  

250 

 

 Easy report importing, exporting, emailing and validating in PDF, CSV and 

XML.  

PDF, CSV XML 

 

 

Auditing 

 

 Complete chain of custody tracking 

 

 Full transparency of the erasure process 

 

 Record management of IT asset disposal-related material 

 



 
                  

 Comprehensive asset tracking 

 

 

Access Control 

 

 Easy user authorization and authentication (internal/LDAP) 

 

 Customizable user roles 

 

 Assignment of functional groups (administrator, engineer, auditor, etc.) 

 

 Built-in erasure license management 

Built In licenses  

 

Integration Tools 

 

 Web service interfaces for seamless integration with existing systems  

Web Services Interfaces  

 Smooth integration with asset management and ERP suite 

 Asset management ERP suite  

 

 

 


